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Courtesy Professor,Computer & Information Sciences,Florida A&M University, May 2006{ .
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Program Co-Chair, Mobile Ad-hoc Networks and Sensors(MADNESS '05), Singapore, Sept 20-22.
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International Journal of Security and Networks; IJICS, International Journal of Information and Computer
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Designs Codes and Cryptography; IEE Proceedings;IEEE Transactions on Information Theory; Information
ProcessingLetters; Electronics Letters; IEEE Journal on SelectedAreas of Communication and other journals.
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Fellow of the Institute of Mathematics and its Applications (FIMA), the Hellenic Mathematical Society. Member
of IEEE Computer Society and the International Association of Cryptological Research (IA CR).
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Information Hiding.
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29 in refereedjournals, 70 in proceedingsof international conferences,1 Book, 3 Book Chapters, 2 Book Chapters
in press, 12 in proceedingsof national conferences,15 non-refereedpublications, 6 publications submitted to
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7. Keynote lectures
10Keynote lectures,30 invited international lecturesand 30paperspresented at international seminars/conferences.

8. Teaching exp erience
Undergraduate: Computer Security, Algorithms and Data Structures, Linear Programming, Discrete Mathemat-
ics, Error Correcting Codes,Game Theory, Information Theory.
Graduate: Computer Security, Cryptography, Complexity Theory, Formal Methods, Information and Coding theory.

9. Funding
$4M since2002.

10. Graduate studen ts
3 PhD students starting 2002(USA) (5 PhD students prior to 2002in UK).

11. Date: January 15, 2007.
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Dott. Mat. (summa cum laude), University of Rome \La Sapienza",1996(Supervisor B. Segre).
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4. Alec Yasinsacand Mik e Burmester. Centers of Excellence: A casestudy. Security & Privacy, IEEE Computer
Society, pp. 62{65 (2005)

5. M. Burmester and Y. Desmedt. Is hierarchical public-key certi�cation the next target for hackers? Communi-
cations of the ACM 47(8), pp. 68{74 (2004)

6. Mik e Burmester and Tri van Le. Attack on the Seb�e, Domingo-Ferrer and Herrera-Joancomarti �ngerprin ting
schemes,Electronics Letters 40(2), p. 172 (2004)

7. M. Burmester, M. Magkos, V. Chrissikopoulos. Uncoercible e-Bidding Games. Electronic CommerceResearch
4, Klu wer Academic Publishers, pp 113-125(2004)

8. M. Burmester and A. Yasinsac. Trust infr astructures for wirelessmobile networks. WSAES Transactions on
Telecommunications, pp. 377-381(2004)

9. M. Burmester and M. Magkos. Towards Secureand Practical E-Elections in the New Era. SecureElectronic
Voting, Advancesin Information Security, Ed. D. Gritzalis, Part I I/5, Klu wer Academic Publishers, pp 63-76
(2003)

10. P. Kotzanikolaou, M. Burmester, V. Chrissikopoulos and D. Douligeris. Role basedaccesscontrol policies in
the mobile agent paradigm. Informatik Forum Journal { Special issueon Mobile Agent Technology, vol 14, no
2, pp. 62-69,Dec 2002.

11. Amos Beimel, Mik e Burmester, Yvo Desmedt and Eyal Kushilevitz. Computing Functions of a SharedSecret.
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12. Yongge Wang, Yvo G. Desmedt and Mik e Burmester. Models For Dependable Computation with Multiple
Inputs and SomeHardnessResults. Fundamenta Informaticae [42] (1), pp 61{73, 2000.

13. M. Burmester, Y. Desmedt, N. Alexandris, and V. Chrissikopoulos. SecureLinking of Customers, Shopsand
Banks in Electronic Commerce. Security on the Web, Future Generation Computer Systems16, Elsevier Science
B.V., pp 393{401, 2000.

14. M. Burmester, Y.G. Desmedt,T. Itoh, K. Sakurai and H. Shizuya. Divertible and subliminal-free zero-knowledge
proofs of languages. The Journal of Cryptology, Springer-Verlag, Berlin, 12(3), pp. 197{223, 1999.

15. Mik e Burmester, Yvo G. Desmedt. SecureCommunication in an Unknown Network with Byzantine Faults.
Electronics Letters, IEE, 34(8), pp. 741{742, 1998.

16. M. Burmester, Y. Desmedt,F.C. Piper, and M. Walker. A generalzero-knowledgescheme. Designs,Codesand
Cryptography, 12(1), pp. 13{37, 1997.

17. N. Alexandris, M. Burmester and V. Chrissikopoulos. Cryptology for the Protection of Information, Chapter 5.
In Alexandris, Kiountouzis, Trapezoglou,editors, Information Security, pp. 231-248,The Hellenic Society for
Computers and Informatics (E�Y), Athens, Greece,1995.

18. M. Burmester, Y. Desmedt, and M. Yung. Canali \subliminal-free": Una soluzioneversocanali \covert-free".
Rivista di Informatic a, XXI I I (1), pp. 5{14, 1993.

19. M. Burmester. An almost-constant round interactive zero-knowledge proof. Information ProcessingLetters,
42(2), pp. 81{87, 1992.

20. M. Burmester, Y. Desmedt, and T. Beth. E�cien t zero-knowledgeidenti�cation schemesfor smart cards. The
Computer Journal, Special issueon Safety and Security, 35(1), pp. 21{29, 1992.

21. M. Burmester. Comments on the cryptanalysis of public key distribution systems. Electronics Letters, IEE, 27,
page2042,1991.

22. M. Burmester, V. Chrissikopoulos, and N. Alexandris. The structure and complexity of zero-knowledgeproofs.
Bul letin of the Greek Mathematical Society, 30, pp. 1{20, 1989.
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23. M.V.D. Burmester and Y.G. Desmedt. Remarks on the soundnessof proofs. Electronics Letters, 25, pp.
1509{1511,1989.

24. M.V.D. Burmester and T. Exarhakos. The function g(x) for which jA(G)jp � ph whenever jGj � pg(h) , G a
�nite group. Bul letin of the Greek Mathematical Society, 29, pp. 27{44, 1988.

25. M.V.D. Burmester, R. Forcade,and E. Jacobs. Circles of numbers. GlasgowMath. J., 19, pp. 115{119, 1978.

26. M.V.D. Burmester and D.R. Hughes. On the solvabilit y of automorphism groups. Archiv der Matematik, 16,
pp. 178{183, 1965.

27. M.V.D. Burmester. Sulla solubilit�a del gruppo delle collineazioni di un piano sopra un quasicorpo distributiv o
di ordine non-quadrata. Accad. Nazionale dei Lincei, 36, pp. 1{4, 1964.

28. M.V.D. Burmester. On the non-uniquenessof translation planesover division rings. Archiv der Matematik, 15,
pp. 364{370, 1964.

29. M.V.D. Burmester. On the commutativ e non-associative division algebrasof L.E. Dickson. Rend. Mat. e Appl.,
21, pp. 143{166, 1962.

2.2 Refereed in ternational conference pap ers

30. Tri Van Le, Mik e Burmester and Breno de Medeiros. Universally Composableand Forward-seureRFID Au-
thentication and Authenticated Key Exchange. Proceedings,ACM Symposium on InformA tion, Computer and
Communications Security (ASIA CCS'07) Singapore, March 20-22,2007.

31. Mik e Burmester. Network Security and survivabilit y: using wirelessoverlay networks for critical infrastructure
protection. NATO ASI, Yerevan, Armenia, Network Security & Intrusion Detection Nork Workshop, Yerevan,
Armenia, October 1-12, 2005. Proceedingsto be published by IOS Pressin February 2007.

32. Yvo Desmedt, Tanja Lange and Mik e Burmester. ScalableAuthenticated Tree BasedGroup Key Exchangefor
Ad-Hoc Groups. Proceedings,11th Intern. Conference,Financial Cryptography and Data Security (FC'07),
Trinidad, February 2007.

33. Mik e Burmester, Tri Van Le and Breno de Medeiros. Provably SecureUbiquitous Systems: Universally Com-
posableRFID Authentication Protocols. Proc. 2nd International Conferenceon Security and Privacy in Com-
munication Networks, SecureComm2006, IEEE Communications Society, 2006.

34. Y. Desmedt, Y. Wang and M. Burmester. Revisiting Colored Networks and Privacy Preserving Censorship.
Proc. 1st International Workshop on Critical Information Infrastructure Security, CRITIS 2006,Lecture Notes
in Computer Science,Springer, # 4120,pp. 121-130,2006.

35. Mik e Burmester, Tri Van Le and Breno de Medeiros. Towards Provable Security for Ubiquitous Applications.
Proc. 11th Australasian Conference,Information Security and Privacy ACISP 2006,Lecture Notes in Computer
Science# 4058,Springer, pp. 295-312,2006.

36. M. Burmester, V. Gligor, E. Kranakis, D. Tyger, Y. Zheng. Authentication in constrainedEnvironments (Panel).
Proc. SecureMobile Ad-hoc networks and Sensors,MADNES 2005,Lecture Notes in Computer Science# 4078,
Springer, pp. 186-191,2006.

37. M. Burmester and A. Yasinsac.Protocolsfor a Dynamic Key ExchangeSystemfor Ad Hoc Networks. Proc. 11th
International Workshop on Security Protocols, Cambridge, England, April 2{4, 2002, Proceedingsin Lecture
Notes in Computer Science#3364, Springer, pp. 274-282,2005.

38. Mik e Burmester and Tri Van Le. Optimistic fault tracing and adaptive multipath routing in MANETs. Interna-
tional Workshop on Research Challangesin Security and Privacy for Mobile and Wireless Networks (WSPWN
06), pp. 45{60 (46%), March 15-16,Miami, 2006.

39. Jiangyi Hu and Mik e Burmester. LARS - A Locally Aware Reputation System for Mobile Ad hoc Networks.
44th ACM South East Conference,ACMSE 2006,Melbourne, Florida, March 10-12,2006.
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40. Mik e Burmester and Judie Mulholland. The Advent of Trusted Computing: Implications for Digital Forensics.
21st ACM Symposium on Applied Computing, Computer ForensicsTrack, April 23 - 27, 2006,Dijon, France.

41. M. Burmester, Y. Desmedt,R. Wright and A. Yasinsac.AccountablePrivacy. Proc. 12th International Security
Protocols Workshop, Cambridge, England, April 26-28, 2004. Proceedingsin: Lecture Notes in Computer
Science#3957, Springer, pp. 83{95, 2006.

42. Yvo G. Desmedt, YonggeWang, Mik e Burmester. A Complete Characterization of Tolerable Adversary Struc-
tures for SecurePoint-to-P oint Transmissions. Proc. 16th International Symposium on Algorithms and Com-
putation (ISAA C 2005), Hainan, China, LNCS, Springer, December 2005.

43. M.Burmester. Information Theory, Cryptography and the Internet (in Greek). The 22nd PanhellenicConference
on Mathematical Education, The Greek Mathematical Society, Lamia, Greece,pp. 744-754,November 2005.

44. S. Aggarwal, M. Burmester, P. Henry, L. Kermes, and J. Muholland. Anti-Cyb erstalking: The Predator and
Prey Alert (PAPA) System. Proc. 1st International Workshop on Systematic Approaches to Digital Forensics
Engineering (SADFE 2005), November 2005,pp. 195-205.

45. Mik e Burmester, Breno DeMedeirosand Alec Yasinsac. Communit y-centric vanilla-rollback access,or: How I
stopped worrying and learnedto lovemy computer. 13th International Security ProtocolsWorkshop,Cambridge,
England, 20-22April 2005. Proceedingsto appear in the Lecture Notes in Computer ScienceSeries.

46. Y. Desmedt and M. Burmester. Identity based Key Infr astructures. IFIP 18th World Computer Congress
WCC2004-SEC,Toulouse,France, August 22-27, 2004. In: Security and Protection in Information Processing
Systems,Eds YvesDeswarte, Fr�ed�eric Cuppens,Sushil Jajodia, Lingyu Wang, Springer Boston, vol 147, ISBN:
1-4020-8142-1,pp. 167 - 176, 2004.

47. M. Burmester, Tri van Le and A. Yasinsac.Weathering the storm: managingredundancyand security in ad hoc
networks. Proc. 3rd International Conferenceon Ad hoc and Wirelessnetworks, ADHOC-NO W'04, Vancouver,
British Columbia, July 20-22, 2004. Proceedingsin Lecture Notes in Computer Science#3158, pp. 96{107,
2004.

48. M. Burmester and Tri van Le. Secure Communication in Ad hoc Networks, 5th Annual IEEE Information
AssuranceWorkshop West Point, New York, pp. 234{241, 10-11June 2004.

49. M. Burmester and Tri van Le. Secure Multipath Communication in Mobile Ad hoc Networks, Proceedings,
International Conferenceon Information Technology Coding and Computing (ITCC04), IEEE Computer Society,
Las Vegas,Nevada, April 5-7, pp. 405{409, 2004.

50. M. Burmester, Tri van Le and Matt Weir. Tracing Byzantine faults in ad hoc networks. Proc. Computer,
Network and Information Security 2003,New York, pp. 43{46, December 10-12,2003.

51. M. Burmester and Y. Desmedt. A Critic al Analysis of Models for Fault-Tolerant and Secure Computation,
Proceedings,Computer, Network and Information Security 2003, New York, pp. 147{152, December 10-12,
2003.

52. T. van Le, M. Burmester and J. Hu. Short c-secure Fingerprinting Codes. Proc. 6th Information Security
Conference(ISC'03), Bristol, UK, Lecture Notes in Computer ScienceVol. 2851,Springer, pp. 422{427,October
1-3, 2003.

53. Y. Desmedt, M. Burmester and K. Kurosawa. On Perfect Traitor Tracing. IEEE International Symposium on
Information Theory, Lausanne,Switzerland, p. 439, June 2002.

54. Mik e Burmester, Yvo Desmedt, Masahiro Mambo, Eiji Okamoto. F ormal model of ordered multi-part y cryp-
tography and its concrete examples. The Institute of Electronics, Information and Communication Engineers,
EICE, Japan, 2002.

55. M. Burmester and Y. Desmedt. Hierarchical public-key certi�c ation: the next target for hackers. Proc. 1st
International Workshop for Asian Public key Infrastructures (IWAP 2001), Daejon, Korea, pp. 31{43, October
2001.
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56. P. Kotzanikolaou, M. Burmester, V. Chrissikopoulos. Dynamic Multi-signatures for SecureAutonomous Agents.
Proceedingsof DEXA 2001,MDDS Workshop, IEEE Publications, Munich, pp. 582{586, September 2001.

57. M. Burmester, V. Chrissikopoulos, P. Kotzanikolaou, P., and E. Magkos. Strong Forward Security. Trusted
Information { The New Decade Challenge, IFIP-SEC '01 , Eds: M. Dupuy, P. Paradinas, Klu wer Academic
Publishers, pp. 109-119,2001.

58. C. Adams, M. Burmester, Y. Desmedt,M. Reiter and Phil Zimmermann. Which PKI (Public Key Infrastructure)
is the right one? (Panel) Proc. 7th ACM Conference on Computer and Communications Security , Athens,
Greece,pp. 98-101,November 2001.

59. Yvo Desmedt, Mik e Burmester and Jennifer Seberry. Equitabilit y in Retroactive Data Con�scation versus
Proactive Key Escrow. Advances in Cryptology - Proc. PKC 2001, Lecture Notes in Computer ScienceVol.
1992,Springer, Berlin, pp. 277{286, 2001.

60. E. Magkos,M. Burmester and V. Chrissikopoulos. Receipt-Freenessin Large-scaleElections without Untappable
Channels. 1st IFIP Conference on E-Commerce/E-Business/E-Government , Klu wer Academic Publishers, pp.
683-693,2001.

61. M. Burmester, Y. Desmedt R. Safavi-Naini and H. Wang. Threshold Thinks That Think (T 4): Security
Requirements to Cope with Theft of Handheld/Handless Internet Devices. Proc. Symposium on Engineering
Requirements for Information Security, pp. 354{367, March 2001.

62. M. Burmester, V. Chrissikopoulos, P. Kotzanikolaou. SecureTransactionswith Mobile Agents in Hostile Envi-
ronments. In E. Dawson, C. Boyd (Eds): Information Security and Privacy, Proc. 5th Australasian Conference
ACISP 2000,Lecture Notes in Computer ScienceVol. 1841,Springer, Berlin, pp. 289{297, 2000.

63. M. Henderson,M. Burmester, E. Dawson and E. Okamoto. Weaknessesin Public Key Infrastructures, Proc.
1st Workshop in Information Security Applications, S. Korea, pp 53{66, November 2000.

64. M. Burmester, Y. Desmedt,N. Alexandris and V. Chrissikopoulos. Designated2-Veri�er Proofsand their Appli-
cation to Electronic Commerce. In K.Y. Lam, I.E. Shparlinski, H. Wang and C. Xing, editors, Proc. Workshop
on Cryptography and Computational Number Theory (CCNT'99), Birkh•auser,pp. 149{164, 2000.

65. Mik e Burmester, Yvo Desmedt,Hiroshi Doi, Masahiro Mambo, Eiji Okamoto, Mitsuru Tada and Yuko Yoshifuji.
A Structured ElGamal-TypeMultisignature Scheme. Advancesin Cryptology - Proceedingsof PKC 2000, Lecture
Notes in Computer ScienceVol. 1751,Springer, Berlin, pp. 446{482, 2000.

66. P. Kotzanikolaou, M. Burmester and V. Chrissikopoulos. Secure transactions with mobile agents in hostile
environments. Information Security and Privacy, ACISP 2000, Lecture Notes in Computer ScienceVol. 1841,
Springer, Berlin, pp. 289{297, 2000.

67. M. Burmester, V. Chrissikopoulos, E. Magkos. An Equitably Fair On-line Auction Scheme. 1st International
Conference on Electronic Commerce and Web Technologies, EC-WEB 2000, Lecture Notes in Computer Science
Vol. 1875,Springer-Verlag, Berlin, pp. 72-84,2000.

68. Simon R. Blackburn, Simon Blake-Wilson, Mik e Burmester and Steven D. Galbraith. Weaknessesin Shared
RSA Key Generation Protocols. Cryptography and Coding, 7th IMA International Conference, Cirencester,
Lecture Notes in Computer Science Vol. 1746, Springer, Berlin, pp. 300{306, 1999.

69. Mik e Burmester and Yvo G. Desmedt. SecureCommunication in an Unknown Network Using Certi�cates.
Advances in Cryptology - Asiacrypt '99, Lecture Notes in Computer Science Vol. 1716, Springer, Berlin, pp.
274{287, 1999.

70. Mik e Burmester, Yvo G. Desmedt, Yongge Wang. Using Approximation Hardness to Achieve Dependable
Computation. Randomization and Approximation Techniques in Computer Science, RANDOM'98, Lecture
Notes in Computer Science Vol. 1518, Springer, Berlin, pp. 172{186, 1998.

71. Kaoru Kurosawa, Takuya Yoshida, Yvo G. Desmedt, Mik e Burmester. SomeBounds and a Construction for
SecureBroadcast Encryption. Advances in Cryptology { Asiacrypt 98, Lecture Notes in Computer Science Vol.
1514, Springer, Berlin, pp. 420{433, 1998.
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72. Mik e Burmester, Yvo G. Desmedt,Jennifer Seberry. Equitable Key Escrow with Limited Time Span(or How to
EnforceTime Expiration Cryptographically). Advancesin Cryptology { Asiacrypt 98, Lecture Notes in Computer
Science Vol. 1514, Springer, Berlin, pp. 380{391, 1998.

73. N. Alexandris, M. Burmester, V. Chrissikopoulos. SecureGroup Communications: a dynamic approach. In S.K.
Katsikas, editor, Communications and Multimedia Security (CMS'97), Chapman & Hall, 1, pp. 41{51, 1997.

74. M. Burmester, Y. Desmedt, G. Kabatianski. Trust and Security: A New Look at the Byzantine Generals
Problem. In R.R. Wright, P. Neuman, editors, Network Threats, DIMA CS Series in Discrete Mathematics and
Theoretical Computer Science, 38, American Mathematical Society, pp. 75{83, 1997.

75. L.A. Bassalygo,M. Burmester, A. Dyachkov, G. Kabatianski. HashCodes. Proceedings1997IEEE International
Symposium on Information Theory (ISIT'1997) , p. 174, 1997.

76. M. Burmester, Y. Desmedt,T. Itoh, K. Sakurai, H. Shizuya and Moti Yung. A progressreport on Subliminal-Free
Channels. In R. Anderson, editor, Information Hiding, First International Workshop, Cambridge May/June
1996, Lecture Notes in Computer Science 1174, Springer-Verlag, Berlin, pp. 157{168, 1997.

77. M. Burmester and Y. Desmedt. E�cien t and SecureConferenceKey Distribution. In M. Lomas, editor,
Security Protocols, International Workshop, CambridgeApril 1996, Lecture Notes in Computer Science #1189,
Springer-Verlag, Berlin, pp. 119{129, 1996.

78. M. Burmester, N. Alexandris, V. Chrissikopoulos and D. Peppes. E�cien t and provably securekey agreement.
In S.K. Katsikas,D. Gritzalis, editors, Information SystemsSecurity, Facing the Information Society of the 21st
century, IFIP SEC '96. Chapman & Hall, pp. 227{236, 1996.

79. S. Blackburn, M. Burmester, Y. Desmedt, P. Wild. E�cien t Multiplicativ e Sharing Schemes. In U. Maurer,
editor, Advances in Cryptology { Eurocrypt '96, Lecture Notes in Computer Science #1070, Springer-Verlag,
Berlin, pp. 107{118, 1996.

80. M. Burmester. Homomorphisms of Secret Sharing Schemes: A Tool for Veri�able Signature Sharing. In U.
Maurer, editor, Advances in Cryptology { Eurocrypt '96, Lecture Notes in Computer Science #1070, Springer-
Verlag, Berlin, pp. 96{106, 1996.

81. Y. Desmedt, G. Di Crescenzoand M. Burmester. Multiplicativ e Non-Abelian Sharing Schemes and their
Application to Threshold Cryptography. In J Pieprzyk and R Safavi-Naini, editors, Advances in Cryptology {
Asiacrypt '94, Lecture Notes in Computer Science #917, Springer-Verlag, Berlin, pp. 21{32, 1995.

82. M. Burmester and Y. Desmedt. A secureand e�cien t conferencekey distribution system. In A. De Santis,
editor, Advances in Cryptology { Eurocrypt '94, Lecture Notes in Computer Science #950, Springer-Verlag,
Berlin, pp. 275{286, 1995.

83. Mik e Burmester. On the Risk of Opening Distributed Keys. In Y. Desmedt, editor, Advances in Cryptology {
Crypto '94, Lecture Notes in Computer Science #839, Springer-Verlag, Berlin, pp. 308{317, 1994.

84. M. Burmester. Cryptanalysis of the Chang-Wu-Chen key distribution system. In T. Helleseth,editor, Advances
in Cryptology { Eurocrypt '93, Lecture Notes in Computer Science #765, Springer-Verlag, Berlin, pp. 440{442,
1994.

85. Y. Frankel, Y. Desmedt, and M. Burmester. Non-existenceof homomorphic general sharing schemesfor some
key spaces. In E. Brickell, editor, Advances in Cryptology { Crypto '92, Lecture Notes in Computer Science
#740, Springer-Verlag, Berlin, pp. 549{557, 1993.

86. Y. Desmedt and M. Burmester. Towards practical `proven secure'authenticated key distribution. Proceedings
1st ACM Conference on Computer and Communication Security, Fairfax, Virginia, ACM Press,pp. 228{231,
1993.

87. N. Alexandris, M. Burmester, V. Chrissikopoulos, and Y. Desmedt. A securekey distribution system. In
W. Wolfowicz, editor, Proceedings of the 3rd Symposium on: State and Progressof Research in Cryptography,
FondazioneUgo Bordoni, Rome, pp. 30{34, 1993.
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88. M. Burmester, V. Chrissikopoulos, and N. Alexandris. Security of smart cards. Mathematical Reviewsof the
Greek Mathematical Society, 38, pp. 72{84, 1992.

89. Y. Desmedt and M. Burmester. An e�cien t zero-knowledgeschemefor the discrete logarithm basedon smooth
numbers. In H. Imai, R.L. Rivest, and T. Matsumoto, editors, Advances in Cryptology { Asiacrypt '91, Lecture
Notes in Computer Science #739, Springer-Verlag, Berlin, pp. 360{367, 1992.

90. M. Burmester, V. Chrissikopoulos, and N. Alexandris. An e�cien t public key distribution system. In R. M.
Aiken, editor, Education and Society, Information Processing92, Volume II, Proceedings of the IFIP 12th World
Computer Congress,Madrid, North Holland, pp. 532{539, 1992.

91. M. Burmester and Y. Desmedt. Broadcast interactive proofs. In D. W. Davies, editor, Advances in Cryptology
{ Eurocrypt '91, Lecture Notes in Computer Science #547, Springer-Verlag, Berlin, pp. 81{95, 1991.

92. M. Burmester and Y. Desmedt. Zero-knowledge based identi�cation: from a theoretical concept towards
a practical token. In R. M. Aiken, editor, Education and Society, Information Processing 92, Volume II,
Proceedings of the IFIP 12th World Computer Congress,Madrid, North Holland, pp. 479{485, 1992.

93. M. Burmester, Y. Desmedt, and M. Yung. Subliminal-free channels: a solution towards covert-free channels.
In W. Wolfowicz, editor, Symposium on Computer Security, Threats and Countermeasures, Fondazione Ugo
Bordoni, Rome, pp. 188{197, 1991.

94. M. Burmester. A remark on the e�ciency of identi�cation schemes. In I. Damg�ard, editor, Advances in
Cryptology, Proc. of Eurocrypt '90, Lecture Notes in Computer Science #473, Springer-Verlag, Berlin, pp.
493{495, 1991.

95. M. Burmester and Y. Desmedt. All languagesin NP have divertible zero-knowledgeproofsand arguments under
cryptographic assumptions. In I. Damg�ard, editor, Advances in Cryptology { Eurocrypt '90, Lecture Notes in
Computer Science #473, Springer-Verlag, Berlin, pp. 1{10, 1991.

96. M. Burmester, V. Chrissikopoulos, and N. Alexandris. Minim um knowledgesystems. Mathematical Reviewsof
the Greek Mathematical Society, 36, pp. 1{8, 1989.

97. M.V.D. Burmester, Y.G. Desmedt, F.C. Piper, and M. Walker. A general zero-knowledge scheme. In J.-J.
Quisquater and J. Vandewalle, editors, Advances in Cryptology { Eurocrypt '89, Lecture Notes in Computer
Science #434, Springer-Verlag, Berlin, pp. 122{133, 1990.

98. M.V.D. Burmester. Automorphisms of division rings. Proc. of Symposium on Projective Geometry, University
of Illinois, Chicago, pp. 13{15, 1967.

2.3 Bo oks & Bo ok chapters

99. Book. Mik e Burmester and Alec Yasinsac,Editors. Proceedingsof the First International Workshop on Secure
Mobile AD-hoc NEtworks and Sensors(MADNES'06), Lecture Notes in Computer Science#4074, Springer,
2006.

100. Book Chapter. Mik e Burmester. Chapter I I I, Trust Models for Ubiquitous Mobile Systems, in Secure E-
Government Web Services, edited by Dr. Andreas Mitrak as, Dr. Pim Hengeveld, Dr. Despina Polemi and
Dr. Johann Gamper. Idea Group Inc, Hershey, PA, 63-70,2006.

101. Book Chapter. Mik e Burmester. Group Key Exchange. Encyclopedia of Cryptography and Security Ed. van
Tilb org, Henk C.A., Springer, 2005(ISBN: 0-387-23473-X)

102. Book Chapter. M. Henderson,M. Burmester, E. Dawsonand E. Okamoto. The Dark side of Digital Signatures.
BusinessBrie�ng { Global Information Systems,World Markets Research Center, 2001.
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2.4 Bo oks & Bo ok chapters: in Press

103. M. Burmester, P. Kotzanikolaou and C. Douligeris. Security in Mobile ad hoc networks. Chapter 20. In Network
Security: Current status and future directions, Eds C. Douligeris and D. Serpanos.John Wiley & Sons,pp. 355{
370. In pressFeb/2007.

104. Book Chapter. M. Burmester and Tri van Le. Security issuesof Mobile ad hoc networks. In Network Security.
Eds Scott C.-H. Huang, David McCallum and Ding-Zhu Du. Springer. Submitted 12/2005. In Press: Mar/2007.

2.5 Refereed national journal & conference pap ers

105. Mik e Burmester, PanosKotzanikolaou: SecuringNetworks Against Extreme Attacks", Volume of essays in honor
of ProfessorAntonios C. Panayotopoulos,pp. 875-886,University of Piraeus, Greece(2006).

106. Mik e Burmester. T rust and Con�dence in a Wireless,Mobile Environment, Ebusinessforum, WG/ST3, July 2,
2004.
http://www.dmst.aueb.gr/gr2/diafora2/Dep Events/Securit yEventEN.doc

107. Mik e Burmester. SecuringAd hoc Networks. 3rd Annual Conferenceon Information Security: From Theory to
Practice, Nicosia, Cyprus, 24 October 2003.

108. Mik e Burmester, Yvo Desmedt,Masahiro Mambo, Eiji Okamoto. Formal model of orderedmulti-part y cryptog-
raphy and its concreteexamples. Transactionson Fundamentals of Electronics, Communications and Computer
Sciences,The Institute of Electronics, Information and Communication Engineers(IEICE), E85-A(3), pp. 346{
357 (2002).

109. M. Burmester. Security over the Internet. Proceedings of the 5th Panhellenic Congressin Mathematical Educa-
tion, Mathematics in Education and Society, Athens, Greece,pp. 214{222, 2000.

110. M. Burmester and T. Exarhakos. New directions in Mathematics: the management and protection of informa-
tion. Proceedings of the �rst Panhellenic Congressin Mathematical Education, Mathematics in Education and
Society, Athens, Greece,pp. 341{348, 1996.

111. M. Burmester, N. Alexandris, V. Chrissikopoulosand D. Peppes. Key agreement protocols: two e�cien t models
for provable security. Proceedings of the 5th Panhellenic Conference on Information Theory, Athens, Greece,
pp. 177{187, 1995.

112. Mik e Burmester and Lidong Chen. A practical secret voting scheme which allows voters to abstain. In
Proceedings of Chinacrypt '94, Xian, China, pp. 100{107, November 11-15,1994.

113. N. Alexandris, M. Burmester, and V. Chrissikopoulos. Network security and authentication (in greek). Pro-
ceedings of the 4th Panhellenic Conference on Information Theory, Vol II, E�Y, Patras, Greece,pp. 249{256,
1993.

114. M. Burmester, V. Chrissikopoulos, and N. Alexandris. Security of smart cards. Mathematical Reviewsof the
Greek Mathematical Society, 38, pp. 72{84 (1992).

115. M. Burmester, V. Chrissikopoulos, and N. Alexandris. Applications of cryptography to network security.
Proceedings of the 3rd Panhellenic Conference on Information Theory, Athens, pp. 570{580, 1991.

2.6 Non-refereed publications

116. Y. Desmedt,M. Burmester and Y. Wang. Using economicsto model threats and security in distributed comput-
ing. Extended Abstract. Workshop on Economicsand Information Security, University of California, Berkeley,
May 16-17,2002.

117. M. Burmester, Y. Desmedt,R. Wright and A. Yasinsac.Security and Privacy: must we choose?Symposium on
Critical Infrastructure Protection and Law, Computer Scienceand Telecommunications Board, October 2002.

12



118. M. Henderson,M. Burmester, E. Dawson and E. Okamoto. The Dark Side of Digital Signatures. Business
Brie�ng - GLOBAL INFOSECURITY, Information Technology Association of America (IT AA), and World
Information Technology ServiceAlliance (WITSA) CD-ROM, 2001.

119. S.R. Blackburn, S. Blake-Wilson, M. Burmester, S.D. Galbraith. Secureconstruction of sharedRSA keys. Tech.
Report CORR 98-19,University of Waterloo 1998.

120. M. Burmester, R. Rivest and A. Shamir. Geometric Cryptography 1997.
http://theory .lcs.mit.edu/ rivest/publications.html

121. M Burmester, Trust & Security: a new look at the Byzantine Generals Problem. Editors: A. Odlyzko. C. P.
Schnorr, A. Shamir, J. Stern. Internationales Begegnungsund Forschungszentrum f•ur Informatik, Cryptography.
Dagstuhl-Seminar-Report #190 (9739), 1997.

122. M. Burmester, Y Desmedt, A network security threat in general, even when cryptography is used { DIMA CS
Workshop on Network Threats, Newark NY, USA; Dec 1996.
http://dimacs.rutgers.edu/W orkshops/Threats/Abstracts.h tml

123. M. Burmester, Y Desmedt, Linking trust with network reliability , DIMA CS Workshop on Trust Management in
Networks, Newark NY, USA; Oct 1996.
http://dimacs.rutgers.edu/W orkshops/Management/Desmedt.h tml

124. S. Blackburn, M. Burmester, Y. Desmedt,P. Wild. Multiplic ative Sharing Schemesand ThresholdCryptography.
Crypto Workshop 95, Luminy, France, ENS publication; 1995.
http://www.ens.fr/ grecc/luminy/abstracts.h tml

125. M Burmester, A Secure and E�cient Key Distribution System. Editors: A. Odlyzko. C. P. Schnorr, A.
Shamir. Internationales Begegnungs und Forschungszentrum f•ur Informatik, Cryptography. Dagstuhl-Seminar-
Report #74 (9337), 1993.

126. M Burmester, Y Desmedt and T Beth, E�cient zero-knowledge identi�c ation schemesfor smart cards based
on Abelian groups. Technical Report #91/10 (1991). European Institute for System Security, University of
Karlsruhe.

127. M Burmester, Y Desmedt, An e�cient zero-knowledgeschemefor the discrete logarithm based on smooth num-
bers. Technical Report TR-91-5-01(May 1990). Department of EE and CS, University of Wisconsin-Milwaukee.

128. MVD Burmester, Many zero-knowledge proofs are wrong! Tagungsbericht 17/1990, pp. 5{6, Mathematisches
Forschungsinstitut Oberwolfach (Mathematical Conceptsof DependableSystems).

129. M Burmester, Y Desmedt, All languagesin NP have divertible zero-knowledge proofs and arguments under
cryptographic assumptions. Technical Report #90/2 (1990). European Institute for SystemSecurity, University
of Karlsruhe.

130. MVD Burmester, Y Desmedt,FC Piper, M Walker, A meta zero-knowledgescheme. Technical Report #13/1989.
European Institute for System Security, University of Karlsruhe.

2.7 Submitted to journals

131. Tri van Le and Mik e Burmester. Remarkson Entit y Authentication.. Information ProcessingLetters. Submitted
11/20 2006.

132. Burmester, T. Van Le, Optimistic fault tracing and secureadaptive multipath routing in MANETs, Wireless
Networks, The Journal of Mobile Communication, Computation and Information. Submitted 1/15/2006.

133. Mik e Burmester. Three mathematical models for managing information (in greek). The Scienti�c Journal of
New Technologies,Astrolavos, Hellenic Mathematical Society. Submitted 11/15/2005.

134. T. Van Le, M. Burmester. Short c-secureFingerprinting Codes. IEEE Trans on Inf. Theory, subject to revision
(7/2003).
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135. M. Burmester and Y. Desmedt. Broadcast Interactive proofs. Invited paper for Designs,Codesand Cryptogra-
phy (Special Issue). Submitted July 1999,acceptedsubject to modi�cations January 2002.

2.8 Bo oks & Bo ok chapters: in preparation

136. Book. Mik e Burmester and Yvo Desmedt. Towards Secure PKIs: Standards, PGP and beyond. Springer,
Submissiondeadline: Jan 2007.

137. Book. Mik e Burmester and Alec Yasinsac.Securing Ad hoc networks. Springer. Submissiondeadline: Jan 2007.
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3 Funding

3.1 Curren t Supp ort { Total $4.1M since 2002

1. FSU Research Fundation, Gap award #513270012,10/2006, $40,000(PI).

2. Department of Defense,\Information AssuranceScholarships Program", Sept 2006- Aug 2007,$145,000(PI).

3. Department of Homeland Security, Center of Excellencein High ConsequenceEvent Preparednessand Response
{PACER. Subcontract to Johns Hopkins University. July 2006,Subcontracted amount: $33,924(PI).

4. Department of Defense,\Information AssuranceScholarships Program", Sept 2005- Aug 2006,$221,250(PI).

5. Department of Defense,\Information AssuranceScholarships Program", Sept 2005- Aug 2006,$45,000(PI).

6. Army Research O�ce, Mobile Agent Security, July 2004-July 2007,$320,000(Co-PI).

7. National Institute of Justice, \The designand development of the Predator and Prey Alert System", Aug 2004
-Jul 2006,$280,998(Co-PI).

8. Department of Defense,\Securit y education at Edward Waters College", Sept 2004- Aug 2006,$25,000(PI).

9. Army Research O�ce, \W orkshop on Security in Mobile Agents and SensorNetworks", July 2004-June 2005,
$11,700(Co-PI).

10. National ScienceFoundation, \Supplement to Cybertraining and Education at Florida State University", July
2004- June 2005,$110,000(Co-PI).

11. Department of Defense,\Information AssuranceScholarships Program", Sept 2004- Aug 2005,$250,000(PI).

12. National ScienceFoundation, \Collab orative Project: Expanding Information AssuranceEducation", Sept 2003
- Aug 2005,$185,405(Co-PI).

13. Department of Defense,\Information AssuranceScholarships Program", Aug 2003- Apr 2004,$258,000(PI).

14. National ScienceFoundation, \Supplement to, Cybertraining and Education at Florida State University", Jan
1,2003- Dec 31 2004,$86,000(PI).

15. National ScienceFoundation, Networking Research: NSF 01-167, \Cyb er Training and Education at Florida
State University", Jan 1, 2003- Dec 31, 2006,$1,280,787(PI).

16. Department of Defense,\Scholarships for Security and Assurancein Information Technology at FSU", Aug 16,
2002- Aug 15, 2003,$255,845(PI).

17. Army Research O�ce, \Secure TActical Mobile INtelligent Agents (STAMINA)", July 2002-July 2005,$196,055
(PI).

18. National ScienceFoundation, Networking Research: CCR-0209092,\Mo dels for Trusted Systems", Aug 1 2002
- July 31 2007,$291,297(Co-PI).

19. GeorgeMason University, \Secret sharing and its application to distributed systems", May 2002,$14,000(PI).

20. Hoshida Corporation, Network Security, April 2002-April 2003,$10,000(PI).
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3.2 Other Prop osals

1. NSA Center of Excellenceof Academic Excellencein Information AssuranceEducation, Re-designationawarded
April 2003.
The expandedFSU Curriculum was re-designatedby NSA as a center of Academic Excellencein Information
AssuranceEducation. The original designation was awarded in Spring 2000.
FSU is the only such center in Florida.
This designation is necessaryin order to participate in the Scholarship for Serviceprograms of the NSF and the
DoD.

3.3 Funded collab oration (UK, 1997{2001)

1. Secure Network Applications, University of Piraeus, Piraeus, Greece(Euro 9,000).

2. Compliant Cryptography, QueenslandUniversity of Technology, 2000,Brisbane, Australia ($2,000).

3. Tracing cheaters in the Information Society, EPSRC GR/N23301, 2000($5,000).

4. Asymmetric Cryptography, Japan Advanced Institute of Scienceand Technology, Kanasawa (Japan Society for
Promotion of Science,KAKENHI project, 2002($6,200).

5. Information SystemsSecurity , EU-CDA program, Brusselles,1999-2000($3,000).

6. Asymmetric Cryptography, Japan Advanced Institute of Scienceand Technology, Kanasawa (Japan Society for
Promotion of Science,JSPS#S98078),1998($16,400).

7. Electronic Commerce, General Secretariat for Research (Greece),University of Piraeus, 1998-2001($55,000).

8. Redundant Computation { Y Desmedt, UWM, DARPA F30602-97-1-0205, 1999($12,000).

9. Applications of Cryptography, EU mobilit y grant, University of Athens, Greece,1998($1,200).

10. Electronic Commerce, N Alexandris, University of Piraeus, Athens, Greece,EU mobilit y grant, 1998($2,100).

11. Network Security , The Royal Society, University of Wisconsin at Milw aukee,Milw aukee,WI, 1998($1,300).

12. Secure key agreement, Y Desmedt, University of Wisconsin at Milw aukee, Milw aukee, WI, NSF grant, 1997
($1,500).

13. Links between Cryptography & Algebraic and Combinatorial Coding Theory, Engineering and Physical Sciences
Research Council (EPSRC GR/L20900), London, UK, 1997($7,800).

3.4 Paten ts

� 5/8/2006, Provisional Application, Docket #19585-0041: \Systems, methods, and computer program products
for secureoptimistic mechanisms for constrained devices". Inventors: Mik e Burmester, Tri van Le, Breno de
Medeiros and Christy Chatmon.

� 11/26/2004, USA Application no 10/998,299: \A method and system for generating and managing digital
�ngerprin ts for electronic documents". Inventors: Mik e Burmester and Tri van Le.

3.5 Consultancy

DefenseAdvancedResearch Projects Agency (DARPA F30602-97-1-0205),1997/1999.
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4 Professional services

4.1 FSU Service

4.2 Editor

The Journal of Mathematical Cryptology (JMC).
The International Journal of Information Security (IJIS).
The International Journal of Information and Computer Security (IJICS).

4.3 Review er

� DesignsCodesand Cryptography (since 1991)

� IEE Proceedings(since 1993)

� IEEE Transactionson Information Theory (since 1994)

� Information ProcessingLetter (since 1994)

� Electronics Letters (since 1994)

� IEEE Journal on SelectedAreas of Communication (1992)

� Occasionally other journals.

4.4 Committees and Panels

� Co-Organizer, FSU Summer School on Information Security 2006,May 22-24.

� Program Co-Chair, Mobile Ad-hoc Netrworks and Sensors(MADNESS '05), Singapore, Sept 20-22,2005.

� Co-Organizer, FSU Summer School on Information Security 2005,May 3-6.

� Co-Organizer, FSU Summer School on Information Security 2004,May 5-7.

� Co-Organizer, FSU Summer School on Information Security 2003,May 13-23.

� Chair, WCIP2003 (Workshop on Critical Infrastructure Protection), FSU, Feb 12 2003.
Program Co-Chair, WSAAN2003 (Workshop on Security and Assurancein Ad hoc Networks), Orlando, Jan 28
2003.

� General Chair, PKC 2003(an International Conferenceon Practice and Theory in Public Key Cryptography),
Miami 2003.

� Member of Program Committees

{ International Security ConferenceISC 2006,Samos,Greece.

{ SWPWN 2006,Miami

{ TrustBus 2006,Krakow, Poland

{ ARES 2006,Vienna

{ International Security ConferenceISC 2005,Singapore.

{ 2nd European PKI Workshop 2005,England.

{ CNIS 2005,Las Vegas.

{ ACISP 2005,Brisbane, Australia

{ ICICS 2005,Bejing, China
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{ Dexa 2005,Copenghagen,Denmark

{ IWAP 2004,Fukuoka, Japan

{ 1st European PKI Workshop 2004,Samos,Greece

{ DEXA 2004-TrustBus04, Zaragoza,Spain

{ CNIS 2003,New York

{ EC-Web 2003,EC-Web 2002,Germany

{ WISA 2002,Singapore

{ EC-Web 2002,Aix-en-Provence,France

{ ACISP 2002,Melbourne, Australia

{ EC-Web'2001,Munich, Germany

{ RSA'2001, San Francisco

{ ACISP'2000, Brisbane

{ Asiacrypt'99, Singapore

{ Eurocrypt'99, Prague, Czech Republic

{ Eurocrypt'97 (Konstanz, Germany

{ Eurocrypt'95, St. Malo, France

{ Auscrypt'92, Queensland,Australia

� SessionChair

{ SWPWN 2006, CNIS 2003, ACM'CCS2000, ACISP'2000, DEXA'2000, Asiacrypt'99, Eurocrypt'97, IFIP
SEC '96, DIA'96, Eurocrypt'95, Crypto'94, Dagstuhl'93, Eurocrypt'91.

� Panel Member (Conference/ Workshop)

{ Authentication in constrained Environments: MADNES 2005,Singapore, 22 September, 2005.

{ E-BusinessForum: Trust and Con�dence in a Fast and Mobile environment, Athens, Greece(July 2, 2004).

{ 8th Annual Florida Communications Symposium, Collegeof Communication, FSU (April 15, 2004).

{ ACM Conferenceon Computer and Communication Security (CCCS), Athens, Greece(2000).

{ DIMA CS Workshop on Design & Formal Veri�cation of Security Protocols, Rutgers University (1997)

{ IFIP SEC '96 Information SystemsSecurity, Samos,Greece(1996)

{ IFIP 12th World Computer Congress,Madrid, Spain (1992).

� Panel Member (NSF {prop osal evaluations)

{ 30th Aug 2006

{ 29th May 2004,4th June 2005.

{ 5th June 2003,12th June 2003.

4.5 Professional societies

� Fellow of the Institute of Mathematics and its Applications (FIMA).

� IEEE Computer Society.

� International Association of Cryptologic Research (IA CR).

� Fellow of the Hellenic Mathematical Society.
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4.6 Press & TV

Newspap er Articles

� FSU & Florida Flambeau, 09/26/2005, Jill Elish, FSU Media Relations, \The Predator and Prey System
(PAPA)".

� STATE, bulletin for the faculty and sta� of Florida State University
http://www.fsu.edu/ � unicomm/pages/releases/200509/release200509 08a.html

� FSU & Florida Flambeau, 09/11-14/2003, Erica Rodriguez, Cybetrterrorism: Should students be afraid?

� Bulletin for Faculty & Sta� of FSU, 03/16/2003, \FSU scholars to help protect national security".

� FSU & Florida Flambeau, 02/24-26/2003, ShannonDunker, Students to combat cyber terrorism (reporting on
a $255K DoD award for scholarships to and an NSF $1.15M award for 60 scholarships to FSU).

� TallahasseeDemocrat, 02/17/2003, Melanie Yeager,\Students studying up on security" (reporting on an NSF
$1.15M award to FSU for 60 scholarships).

Radio in terview

� WFSU-FM, 11/07/2003, Tom Block. The National ScienceFoundation Scholarship for ServiceProgram at FSU.

TV in terview

� 17 September, 2005,ABC Newschannel 27, Lisa Remillard

� 17th September 2003,WFSU-TV, The Florida NewsChannel, Capitol Update, Deidre Kaniewski, \Cyb erstalk-
ing".

� 7th July 2003,WFSU-TV, The Florida News Channel, Capitol Update, Deidre Kaniewski, \Cyb erterrorism".

� 29th Sept 2001, WFSU-TV, The Florida News Channel, Mik e Vassilinda, \W eaknessesin the Critical Infras-
tructure" (in the aftermath of 9/11).
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5 Keynote lectures

5.1 Keynote lectures at in ternational conferences/w orkshops

(Title/V enue/Date)

1. Towards provable security for ubiquitous applications { 11th Annual Australasian Conferenceon Information
Security and Privacy ACISP, Melbourne, Australia, July 4, 2006.

2. ProvableSecurity for MANETs { NSF International Workshop on Research in Security and Privacy for Mobile
and Wireless Networks (WSPWN 2006), Miami, March 15, 2006.

3. Theory of Information, Cryptograsphy and the Internet { Panhellenic Conferenceon Mathematical Education,
The Hellenic Mathematical Society, Lamia, 19th November 2005.

4. Extreme Security { Network-centric Information Systems,One-day Workshop, University of Piraeus, Piraeus,
Greece,10 June 2005

5. Securing Ad hoc Networks { 3rd Annual Conferenceon Information Security: From Theory to Practice, Nicosia,
Cyprus, 24 October 2003

6. A surveyof Key distribution { 5th Annual Australasian Conferenceon Information Security and Privacy ACISP,
Brisbane, Australia { July 2000

7. Security over the Internet { 5th Panhellenic Congressin Mathematical Education, Athens, Greece,June 2000.

8. Trust & Security: A new look at the Byzantine Generals Problem { Internationales Begegnungsund Forschungs
zentrum f•ur Informatik (Cryptography), SchlossDagstuhl, St Wadern, Germany { 22 September 1997.

9. Multiplic ative Sharing Schemesand Threshold Cryptography { Conference#916: Cryptography { C.I.R.M.
Luminy, Marseille, France { 27 September 1995.

10. A Secure and E�cient Key Distribution System { Internationales Begegnungs und Forschungs zentrum f•ur
Informatik (Cryptography), SchlossDagstuhl, St Wadern, Germany { 27 September 1993.

5.2 In vited talks (securit y)

(Title/V enue/Date)

1. Lightweight, Uncloneable, Anonymous RFID Devices { Security Mobilit y Forum, NSA, Tampa, November 15,
2006.

2. Tracing malicious behavior in wireless mobile environments { 15th Mobile and Wireless Summit, Mykonos,
Greece,June 4{8, 2006.

3. The advent of trusted Computing: impact on digital forensics { Ionian University, Corfu, Greece,May 31, 2006.

4. Adaptive gossipprotocols { School of Electrical Engineering, Cornell University, Ithaca, NY, April 15, 2006.

5. Reactive and Proactive approachesto Secure Routing in MANETs { NSF International Workshop on Research
in Security and Privacy for Mobile and Wireless Networks (WSPWN 2006), Miami, March 15, 2006.

6. ProvableSecurity in wirelessmobile networks { CERIAS, Purdue University, West Lafayette, Indiana, February
15, 2006.

7. Using wirelessoverlay networks for the secure managementof network resources and to prevent extremeattacks
{ NATO Advanced Study Institute, Network Security and Intrusion Detection { Yerevan, Armenia, 10th Oct,
2005

8. Computer Security, theory and peactice { University of the Ionian, Corfu, Greece,17 May 2005
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9. Network Security, from models to practice { University of the Ionian, Corfu, Greece,23 May 2005

10. Trust Infr astructure Models for Mobile Environments, E-BusinessForum: Trust and Con�dence in a Fast and
Mobile environment, Athens, Greece,July 2nd, 2004.

11. Network Security? { 6th Florida Communication Policy Symposium, College of Communication { FSU, April
15, 2004.

12. Security issuesin ad hoc networks { University of Maryland, Feb 26, 2004.

13. Group Key Exchange { Summer School on Information Security, SAIT Laboratory, Florida State University,
May 15, 2003.

14. Securing Public Key Infr astructures { University of West Virginia, Morgantown WV, November 5, 2002

15. Secret sharing and its application to distributed systems{ Center for SecureInformation Systems,GeorgeMason
University, Washington, DC, June 25, 2002

16. Secure Role delegation for Mobile Agents { Center for SecureInformation Systems,GeorgeMason University,
Washington, DC, June 25, 2002

17. Aspects of key distribution { Florida State University, Tallahassee,Florida { March 2001.

18. Security of Public Key Infr astructures { QueenslandUniversity of Technology, Brisbane, Australia { August
2000

19. A tracing algorithm for the KD traceability Scheme{ QueenslandUniversity of Technology, Brisbane, Australia
{ August 2000

20. Strong Forward Secrecy { University of Wollongong, Wollonging, Australia { June 2000

21. Trust and Security in Open Networks { TAO Telecommunications, Tokyo { 11 May 1998.

22. Conference key Distribution systems{ Tokyo Institute of Technology { 8 May 1998.

23. Key Distribution {Japan AdvancedInstitute of Scienceand Technology { 20 April 1998.

24. Geometric Cryptography: Identi�c ation by angle trisection { University of Wisconsin, Milw aukee{ 20 February
1998.

25. Trust and Security, The Byzantine Generals strike again { Security Group Seminar,Computer Lab { Cambridge,
UK { 5 November 1996.

26. The protection of information { Mathematics in Education and Society, First Panhellenic congressin mathe-
matical education { Athens, Greece{ October 23 1996.

27. Veri�able secret sharing { DIA, Saarbruecken { 1 February 1996.

28. Security measures in Information Theory { University of Piraeus { 5 November 1994.

29. Security problemsin commercial key distribution systems{ University of Wisconsin, Milw aukee{ 16 September
1994.

30. The protection of Information { University of Piraeus { 16 March 1994.

31. Recent developmentsin e�cient zero-knowledgeproofs { Universit�e Catholique de Louvain, Louvain-la-Neuve {
8 June 1993.

32. An e�cient public key based authentication system { University of Wisconsin, Milw aukee{ 27 March 1992.

33. Practical vs. formal aspects of zero-knowledgeproofs { University of Aarhus, Denmark { 2 October 1992.

21



5.3 Papers presented at seminars/conferences (securit y)

(Title/V enue/Date)

1. Reactive and Proactive approachesto Secure Routing in MANETs { NSF International Workshop on Research
Challengesin Security and Privacy for Mobile Wireless Networks { Miami, March 15-16,2006.

2. Community-centric vanilla-rollback access, or: How I stopped worrying and learned to love my computer {
Thirteenth International Workshop on Security Protocols, Cambridge, England { 20-22April 2005.

3. Weathering the storm: managing redundancy and security in ad hoc networks { Third International Conference
on Ad hoc and Wireless networks, ADHOC-NO W'04 { Vancouver, British Columbia, July 20-22,2004,

4. ResponsiblePrivacy { International Workshop on Security Protocols { Cambridge, England { April 26-28,2004.

5. M. Burmester and A. Yasinsac. Modelling trust in ad hoc networks. Proceedingsof the 6th International
Conferenceon Telecommunications and Informatics, May 12-15,2004.

6. M. Burmester and Tri van Le. Secure Multipath Communication in Mobile Ad hoc Networks, Proceedings,
International Conferenceon Information Technology Coding and Computing, Las Vegas, Nevada, April 5-7,
2004.

7. Tracing Byzantine faults in ad hoc networks { (IASTED) Computer, Network and Information Security 2003,
New York { December 11 2003.

8. A Critic al Analysis of Models for Fault-Tolerant and Secure Computation { (IASTED) Computer, Network and
Information Security 2003,New York { December 11 2003.

9. Short c-secure Fingerprinting Codes { 6th Information Security Conference(ISC'03), Bristol, UK { October 2
2003.

10. Strong Forward Security { 16th International Conferenceon Information Security, IFIP/TC11, Paris, France {
June 2001.

11. Securing Large E-Commerce Networks { 5th Annual Australasian Conferenceon Information Security and Pri-
vacy ACISP, Brisbane, Australia { July 2000

12. Secure Transactions with Mobile Agents in Hostile environments { 5th Annual Australasian Conferenceon
Information Security and Privacy ACISP, Brisbane, Australia { July 2000

13. Secure Communication in an Unknown Network Using Certi�c ates { Singapore 99 { 16th November 1999.

14. Conference keys: a dynamic approach { University of Athens { Greece{ 5th December 1997.

15. Hash Codes { ISIT'1997 { Ulm, Germany { 2nd July 1997.

16. A network security threat in general, evenwhen cryptography is used { DIMA CS Workshop on Network Threat
{ Newark NY, USA { 5th Dec 1996.

17. New directions in Mathematics: the managementand protection of information { Mathematics in Education
and Society, Panhellenic Congress{ Athens, Greece{ 24 October 1996.

18. Linking trust with network reliability , DIMA CS Workshopon Trust Management in Networks, Newark NY, USA
{ 1st Oct 1996.

19. E�cient and provably secure key agreement { IFIP SEC '96 { Samos,Greece{ 22nd May 1996.

20. E�cient Multiplic ative Sharing Schemes{ Eurocrypt '96 { Zaragoza,Spain { 15th May 1996.

21. Homomorphismsof Secret Sharing Schemes:a Tool for Veri�able Signature Sharing { Eurocrypt '96 { Zaragoza,
Spain { 14th May 1996.
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22. Veri�able secret sharing { Digital Identi�cation & Authentication Conference{ Saarbruecken{ 1 February 1996.

23. Key agreement protocols: two e�cient models for provablesecurity { 5th PanhellenicConferenceon Information
Theory { Athens, Greece{ 8th December 1995.

24. On the risk of opening distributed keys { Crypto '94 { Santa Barbara, USA { 24th August 1994.

25. A secure and e�cient conference key distribution system { Eurocrypt '94 { Perugia, Italy { 3rd May 1994.

26. Towards practical `proven secure' authenticated key distribution { 1st ACM Conferenceon Computer and Com-
munications Security { Fairfax, Virginia { 5th November 1993.

27. Cryptanalysis of the Chang-Wu-Chen key distribution system { Eurocrypt '93 { Lofthus, Norway { 26th May
1993.

28. A secure key distribution system { 3rd Symposium on the State and Progressof Research in Cryptography {
Rome { 16th February 1993.

29. Zero-knowledgeBased Identi�c ation: From a Theoretical Concept Towards a Practical Token { IFIP 12th World
Computer Congress{ Madrid { 10th September 1992.

30. An e�cient public key distribution system { IFIP 12th World Computer Congress{ Madrid, 10th September
1992.

31. Non-existence of homomorphic general sharing schemesfor some key spaces { Crypto '92 { Santa-Barbara,
California, U.S.A { 15 August 1992.
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6 Academic services

6.1 Departmen t Committees

� 2005/6:
Admissions & Aid, Chair.
Executive Committee, member Equipment & Network Committee, member.

� 2004/5:
Faculty Recruitment, Chair.
Faculty Evaluation Committee, member.

� 2003/4:
Admissions & Aid, Chair.
Faculty Evaluation Committee, member.

6.2 Research Assistan ts

� Yib o Cai, 2002-2004

� Jiangyi Hu, 2004/2005

� Goce Jakimoski, 2004/2006

� Karolina Manavaja-Jakimoska, 2004/2006

� Binh Tran, 2005-

6.3 PhD studen ts

FSU
Jakimoski, Goce (with Yvo Desmedt), 2002-06
Jiangyi Hu, 2002-(expected to complete in Spring 2007)
Christy Chatmon, 2002-(expected to complete in Fall 2007)

UK & Greece
Manos Magkos, 1998-2003
PanosKotzanikolaou, 1998-2003
M. Blunden, 1993-97
J.K. Gibson, 1990-95
Olivier Delos, 1996-Universit�e Catholique de Louvain, 1994/97
Th. Exarhakos,1987-90.

6.4 Postdo c

� Tri van Le, 2005/2007

6.5 PhD Committees, Mem ber

� 2005/6: Goce Jiakimoski, Todd McDonald, Todd Andel.

� 2004/5: Goce Jiakimoski

� 2003/4: Le van Tri, Goce Jiakimoski

� 2002/3: Le van Tri
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6.6 Masters Committees, Chair

� 2004/5: Karolina Maneva-Jakimoska, Adam Chapman.

� 2003/4: Jiangyi Hu, Melissa Kryder, Robert Sherwood.

� 2002/3: Jiangyi Hu.

6.7 Masters Committees, Mem ber

� 2005/6: DJ Scott, T Suen,PD Parekh,L Brooks, M Saha,S Datta.

� 2004/5: Zhao Haifenf, D.J. Scot.

� 2003/4: Adam Chapman, Anna Suen,Khandys Polite, John Busey, Jan Mao, PareshJadhav.

� 2002/3: StephenCarter, TusenLeckie, Patel ManeshKumar, Kristen Burke, Anna Suen,John Marshal.

6.8 Research Seminars

� 2005/6: CIS 6935{ Security issues:Weekly seminar for PhD students: Friday 2:30-3:30pm.

� 2004/5: CIS 6935{ Security issues:Weekly seminar for PhD students: Friday 2:00-4:00pm.

� 2003/4: Weekly seminarsfor PhD students: Wednesday 2:00-4:00pm& Friday 2:00-4:00pm.

� 2002/3: Weekly seminarsfor PhD students: Wednesday 2:00-4:00pm& Friday 2:00-4:00pm.
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6.9 Teaching, Courses

� Spring 2006
CIS5930MANETS (6)
CIS5970THESIS (2)
CIS6900PARALLEL COMPUTING (1)
CIS6935SECURITY ISSUES(1)
CIS6980DISSERTATION (1)
CIS8966MASTERS COMPREH EXAM (1)
CIS8985DISSERTATION DEFENSE (1)

� Spring 2005
CIS5370COMPUTER SECURITY (33)
CIS5900EFCT TREE-BSED REVOC (1)
CIS5970THESIS (2)
CIS6900ACCOUNTABLE ACCESS(1)
CIS6930ADV TOPICS CRYPT SEC (6)
CIS6935SECURITY SEMINAR (2)
CIS6980DISSERTATION (2)
CIS8976MASTERS THESIS DEFNS (1)

� Summer 2005
CIS5900AD HOC NETW ORKS (1)
CIS5970THESIS (1)
CIS6980DISSERTATION (2)

� Fall 2005
CIS4360INTR O COMP SECURITY (32)
CIS5371CRYPTOGRAPHY (30)
CIS5910SUPERVISED RESEARCH (1)
CIS5970THESIS (Authentication with Pervasive devices)(2)
CIS6900ACCTBLE & SMLS ACCES (1)
CIS6935ISSUESIN SECURITY (4)
CIS6980DISSERTATION (1)
CIS8976MASTERS THESIS DEFNS (Ring signatures) (1)

� Spring 2004
CIS5370COMPUTER SECURITY (29)
CIS5970THESIS (4)
CIS6900INTR USION DETECT (1)
CIS6980DISSERTATION (1)

� Summer 2004
CIS5900TRST INFRASTR UCTURE (1)
CIS5900TOLRTNG BYZANTINE (1)
CIS5900SECURE PUB KEY INFO (1)
CIS5915GRAD SOFTWARE PROJCT (1)
CIS5970THESIS (2)
CIS5970THESIS (1)
CIS5970THESIS (1)
CIS6900INFOSEC RESEARCH (1)
CIS6980DISSERTATION (1)
CIS8966MASTERS COMPREH EXAM (1)
CIS8976MASTERS THESIS DEFNS (1)

� Fall 2004
CIS5371CRYPTOGRAPHY (18)
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CIS5900A SECURE DATABASE (1)
CIS5900SECURING REGISTRA (1)
CIS5970THESIS (2)
CIS6900ACCOUNTABLE PRIVACY (1)
CIS6935SECURITY ISSUES(5)
CIS6980DISSERTATION (2)
CIS8976MASTERS THESIS DEFNS (2)

� Spring 2003
CIS4360INTR O COMP SECURITY (20)
CIS5358COMPUTER SECURITY (26)
CIS5900SECURE FINGERPRTNG (1)
CIS6900SECURITY AD HOD NET (1)
CIS6900CRYPTOGRAPHY SEC (1)

� Summer 2003
CIS5900ANTI-CYBERST ALKING (1)
CIS5970THESIS (2)
CIS6900AD HOC NETW ORK SEC (1)
CIS6900RESCH IN SECURITY (1)
CIS6900SECURING ADHOC NTWKS (1)
CIS6900WATERMARKING TECHNIQ (1)

� Fall 2003
CIS4360INTR O COMP SECURITY (25)
CIS5371CRYPTOGRAPHY (16)
CIS5970THESIS (3)
CIS6900SECURE FINGERPRNTG (1)
CIS6900SEC IN ADHOC NETWKS (1)
CIS6900WATERMARKING TECHS (1)
CIS6900AD HOC NETWK SEC (1)
CIS6900RE WTMRKNG (1)
CIS6900SECURE ROUTING (1)
CIS6900SECURITY THREA TS (1)
CIS8976MASTERS THESIS DEFNS (1)

� Spring 2002
COP4531COMPL & ANAL Y DS ALG (23)
COP4531OMPL & ANAL Y DS ALG (31)
CGS5427ALGORITHM DES ANAL Y (8)
CIS5900CRYP SECURITY PROTO (1)

� Fall 2002
CIS5930CRYPTOGRAPHY (27)
CIS5900APPLYING CRYPTO (1)
CIS5900AD HOC NETW ORKS (1)
CIS6900SEC OF MOD & AD HOC (1)
CIS6900REKEYING BRDCST ENC (1)

� Spring 2001
COT 5410COMPL ALGORITHM (4)

� Fall 2001
COT5310 THRY AUTMT A & FORM LAN (26)
COT5310 THRY AUTMT A & FORM LAN (5)
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6.10 Course Dev elopmen t

� CIS 4360(Intro duction to Computer Security), CIS 5370(Computer Security), CIS 5371(Cryptography).

6.11 CS/College/State Initiativ es

� 2006: Consulting for Leon County Supervisor of Elections, Tallahassee,Florida.

� 2005: CS representativ e on teh Information Technology Security Council (ITSEC).

� 2004: Involved in the activities of the Florida Cybersecurity Institute (FCI).

� 2003: Involved in the establishment of the Florida Cybersecurity Institute (FCI).

6.12 Examining { graduate (recen t)

External Examiner for QueenslandUniversity of Technology 2001,
Visiting Examiner for Kings College,London 1994-2000,
Visiting Examiner (PhD) for University of Wisconsin, Milw aukee,2000,
External Examiner for Reading University 1994-96,
External Examiner (PhD) for Universit�e Catholique de Louvain (Belgium) 1994-95.

6.13 RAE Mo derator

Research quality moderator for QueenslandUniversity of Technology (Research Assessment Exercise), for the period
1998/2001.
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